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CLAUSE SUB-HEADING DOC INFORMATION SHALL
7 7.1 Resources "stuff" x15
7.2 Competence TIC x1
The ISO 27001:2022 standard for information security contains corporate governance practices with regards to OECD 5 rt . s
principles. The graphic below illustrates the PDCA process outline of an intentional ISMS. UPPO 7.3 Awareness implications x1
7.4 Communication internal/external sources x1
P Risk assessment Awareness
L . X S D
A Security design and Responsibility o 7.5 Documented information DCC X6
N implementation Security design
Secu rity Man agem ent
C
A Response H 8 8.1 Operational planning and control process interaction x4
C Response Risk assessment E
T Reassessment R t c
eassessmen " 8.2 Information security risk assessment customer & contract X8
OPcration
8.3 Information security risk treatment design & development x12
CLAUSE SUB-HEADING DOC INFORMATION ~ SHALL 8.4 Control of externally provided processes, suppliers / vendors X8
products and services
4. 4.1 Understanding the organization and its context internal/external issues X2
4.2 Understanding the needs and expectations of . . 9.1 Monitoring, measurement, analysis and .
Contcxt of the interested parties interested parties x2 9 F P evallation GES 9
2 ¢ - " . ) errormance
Orgamzat,on 4.3 Determining the scope of the information security scope boundaries 5 9.2 Internal audit IAC 3
management system cvaluation
4.4 Information security management system Core (C* Four x4 9.3 Management review inputs to outputs x4
5 5.1 Leadership and commitment IMR X2 1O 10.1 Continual Improvement OFI° X2
]mProvcmcnt
Lcaclcrship 5.2 Policy information security policy X2 10.2 Nonconformity and corrective action CAC x3
5.3 Orggnlzatlonal roles, responsibilities and org chart / job desc 2
authorities
A A A Reference: 1ISO 27002:2022. Clauses 5 to 8, and shall be used in context with 6.1.3
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6 6.1 Actions to address risks and opportunities risk x3 T sy (el et
F|anning (Contro|5)
6.2 Information security objectives and planning to information security 4 Section 5 (5.1 ~ 5.37) Section 6 (6.1 ~ 6.8) Section 7 (7.1 ~ 7.14) Section 8 (8.1 ~ 8.34)
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Section Documented Information Section Documented Information
4.3 Scope 7.5.3 DI document control (change)
5.2e Policy 7.5.3 DI document control (external)

6.1.2 Risk assessment process 7.5.3 Note: DI document control (view)

6.1.3 Risk treatment process 8.1 Planned arrangements

6.2 Objectives 8.2 Results of risk assessments

7.2d Evidence of competence 8.3 Results of risk treatment

751a DI “Trigger” for the standard 9.1 Monitoring and measurement results
751b DI “Trigger” for the organization 9.2¢ Audit results (schedule/matrix/plan)
7.5.1 Note: DI can differ by organization 9.3 Management review results

7.5.2 DI document creating and updating 10.1f Nonconformance results

7.5.3 DI document control (protection) 10.1 g Corrective action results
A5 Information security policies 1x2 MGT direction P (x0)
A.6 Organization of information security 2x7 MGT framework (+tele) P (x0)
A7 Human resource security 3x6 prior / employment / post P (x2)
A.8 Asset management 3x10 | identified/classified (+media) P (x4)
A9 Access control 4x14 | users/network / OS/ mobile P (x1)
A.10 Cryptology 1x2 crypto controls P (x0)
A1l Physical and environmental security 2x15 areas/equipment P (x1)
A.12 Operations security 7x14 ops/malware/logs P (x2)
A.13 Communications security 2x7 network/information transfer P (x1)
A.l14 Systems acquisition, development and main. 3x13 support / test data P (x1)
A.15 Supplier relationships 2x5 supplier service P (x1)
A.16 Information security incident management 1x7 incidents / improvements P (x3)
A.l7 Information security aspects of business 2x4 continuity / redundancies P (x1)
A.18 Compliance 2x8 legal / contract / reviews P (x3)




